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CANN

January 31%t, 2025

Subject: RDS-WHOIS2 Recommendation CC.1
Mr. Greg DiBiase, GNSO Council

Dear Greg,

| am contacting you regarding a recommendation produced by the Second Registration Directory
Service Review Team (RDS-WHOIS2) in 2019.

Recommendation Background

The RDS-WHOIS2 Recommendation CC.1 calls for the Board to initiate action related to treatment of
gTLD domain names suspended due to RDS contact data known to be incorrect. This
recommendation requires either a policy to be developed or an amendment to the Registry
Agreement and Registrar Accreditation Agreement. More precisely, the recommendation requests
that registrars must suspend any domain name with proven, incorrect contact data and the
Registration Data Directory Service (RDDS) (collectively, WHOIS and Registration Data Access
Protocol (RDAP)) record should note the domain is suspended due to incorrect contact data.

In February 2020, the Board resolved to approve this recommendation for consideration of inclusion in
the next round of contractual negotiations with the contracted parties and, in part, to pass it through to
the GNSO for consideration. “In the event the GNSO Council wishes to initiate a policy development
process in order to address the RDS-WHOIS2 recommendation, the Board passes this
Recommendation CC.1 to them for that purpose.”

Addressing Recommendation RDS-WHOIS2 CC.1

Correctness of registration data has been a longstanding topic of discussion within the community and
has gained greater attention after the moratorium of the WHOIS Accuracy Reporting System.

ICANN's initial implementation plan foresaw ICANN’s Global Domains & Strategy team engaging
directly with registrars to work toward potential contractual amendments to implement this
recommendation. However, considering the ongoing RDDS-related community discussions, it may be
more appropriate to address this recommendation as part of a broader policy focused on the accuracy
and correctness of registration data, rather than as a voluntary initiative or contractual modification.
Therefore, we request that the GNSO Council reexamine?! the RDS-WHOIS2 Recommendation CC.1
to establish whether and how it should be addressed in light of the GNSO’s ongoing discussions. To
support your consideration, we have attached our RDS-WHOIS2 CC.1 related analysis to this letter.

My team remains available should you wish to discuss.

Sincerely,

Y N il \

Theresa Swinehart
Senior Vice President, Global Domains & Strategy
Internet Corporation for Assigned Names and Numbers (ICANN)

1 See 3 July 2020 GNSO Council’s response.
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https://www.icann.org/en/system/files/files/resolutions-board-action-rds-whois2-final-recs-25feb20-en.pdf
https://www.icann.org/en/board-activities-and-meetings/materials/approved-resolutions-special-meeting-of-the-icann-board-25-02-2020-en
https://gnso.icann.org/sites/default/files/file/field-file-attach/drazek-to-botterman-03jul20-en.pdf
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ICANN Org’s Analysis of RDS-WHOIS2 Recommendation CC.1

RDS-WHOIS2 Recommendation CC1 and the Registrar Accreditation Agreement (RAA)
Requirements

The RDS-WHOIS2 Recommendation CC.1, as written, does not align with the current domain name
suspension requirements in the 2013 RAA related to registration data verification. While
Recommendation CC.1 focuses on obligations for registrars to act in circumstances in which the
registrar knows gTLD registration data is “incorrect”, the RAA requires registrars to take actions when
gTLD registration data cannot be validated or verified. Failed validation and verification may, or, more
importantly, may not, mean that the relevant data is “incorrect.”

Through the RAA, registrars are required to investigate reports of inaccurate registration data
associated with gTLD domain names and take steps to correct known instances of inaccuracies.
Under the RDDS Accuracy Program Specification of the RAA, registrars must also validate the format
of the data and verify the registrant email or telephone. If a domain’s data is not verified (requiring an
affirmative response from the registrant) within 15 days of it being provided or updated, the registrar
must suspend the domain until the verification is complete.

It is important to note that the RAA requirements do not ensure that the registration data collected and
retained by registrars is “accurate” (for example, it does not require confirmation that a postal address
exists or that it actually corresponds with the registrant). Further, domain names may be suspended
pursuant to a failed verification without having a known instance of data inaccuracy (for example, the
registrant fails to timely complete the verification). Because the RDS-WHOIS2 CC.1 Recommendation
language only requires action in an instance of a known incorrectness, it is narrower than suspension
requirements under the current RAA and may not align.

Current Extensible Provisioning Protocol (EPP) statuses

EPP domain status codes, also called domain name status codes, indicate the status of a domain
name registration. There are two types of EPP status codes: client and server codes. Client status
codes are set by registrars. Server status codes are set by registries, and they take precedence over
client codes.

While “suspended” is not an EPP status, “server hold” and “client hold” are the statuses that are used,
to indicate a domain name has been suspended by the registry operator or registrar respectively.
These statuses indicate the name is not active in the Domain Name System (DNS).

At present, the EPP protocol does not enable the display of specific rationale that would indicate why
a domain name has been placed in the “server hold” or “client hold” status. If there is a need to
specifically communicate "suspended” from a registrar to a registry operator, then EPP will require an
update. This kind of change would require technical development and testing to accommodate the
Recommendation request.

The development of an EPP status code to enable registrars to add this notation will not change
requirements related to the collection and treatment of inaccurate registration data. Alone, it would
merely permit public directories to display the specific reason for the suspension.

Recommended Notation Unavailable in Current RDAP Profile

ICANN requires contracted parties to follow the gTLD RDAP Profile. This profile is a technical
extension to the RDAP specification, and specifies how data must be presented using the RDAP
protocol to clients. To require the notation of a suspended domain, the profile will need to be revised.
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https://www.icann.org/resources/pages/registrars/registrars-en
https://www.icann.org/resources/pages/epp-status-codes-2014-06-16-en
https://www.icann.org/gtld-rdap-profile
https://www.rfc-editor.org/info/std95
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Updating the profile requires either contractual amendment or Consensus Policy to make the updated
profile a contractual obligation. Development of the profile would involve both ICANN org resources
and community volunteers with RDAP expertise. Once changes are defined, the registrars and
potentially registries, will need to engage their technical teams to make changes to their RDAP
services to support the updated profile. Additionally, ICANN org and other RDAP clients will need to
update their RDAP tools to support the latest version of the profile.
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