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1 Executive Summary

On 28 October 2024, ICANN launched an audit round to test and validate compliance by the
selected registry operators with the terms of the Base Registry Agreement (RA) and ICANN
policies, including but not limited to the Domain Name System (DNS) Abuse mitigation
requirements that became effective on 5 April 2024." These requirements expanded registry
operators’ obligations regarding DNS Abuse mitigation. Specifically, new requirements were
added to Specification 6, Section 4 of the RA. Section 3(b), Specification 11 of the RA was
also modified to replace the term “security threats” with the defined term “DNS Abuse” from
Specification 6, Section 4. This first registry operators audit that ICANN Contractual
Compliance (ICANN Compliance) launched after the 2024 global amendments to the
Registrar Accreditation Agreement (RAA) and the RA (DNS Abuse Amendments) included
additional request for information (RFI) questions and tests related to the new requirements.

This report constitutes the results of that audit, which took place from October 2024 through
October 2025. The extended timeline of this audit reflects ICANN Compliance’s commitment
to thoroughness and ensuring all requirements, including the then-new DNS Abuse
mitigation obligations, were rigorously tested and fully met.?

The audit round was conducted through the testing of data and a review of registry
operators’ websites, correspondence between selected registry operators and ICANN
Compliance, and documentation received from registry operators and ICANN-approved Data
Escrow Agents.

For this audit round, 21 generic top-level domains (gTLDs) were selected based on
data-driven criteria to ensure relevance to the new DNS Abuse obligations. To be eligible,
each gTLD was required to have more than 5,000 domains under management as of
October 2024 and not to have previously undergone an ICANN Compliance full-scope audit,
unless meeting at least two additional criteria. These criteria included ranking in the top 10
percent of reported DNS Abuse (excluding spam) according to a list produced by ICANN’s
Security Stability and Resiliency Research team for July through September 2024; having
been subject to DNS Abuse compliance investigations triggered by external complaints; and
not belonging to the same gTLD family as another gTLD under audit (with exceptions when
necessary).?

To further strengthen the selection process, gTLDs highlighted in external industry reports
and blocklists were also considered. This included gTLDs appearing in CyberToolBelt lists of
abused top-level domains (TLDs) (top 10 percent, excluding spam) for a specific period of
time, NetBeacon Institute’s list of the top 10 gTLDs by malicious registrations per 100,000
domains under management, URLAbuse.com feeds related to phishing campaigns targeting
postal services, as well as other feeds and blocklists that specifically exclude spam. By

" For the purpose of the RA and the RAA, DNS Abuse means malware, botnets, phishing, pharming, and spam (when spam is
used as a delivery mechanism for any of the other four types of DNS Abuse), as these terms are defined in Section 2.1 of the
Security and Stability Advisory Committee Report on an Interoperable Approach to Addressing Abuse Handling in the DNS
(SAC 115).

2 All RA Articles and Specifications tested are listed in Section 4 of this report.

3 Exceptions included cases where: 1. two gTLDs within the same family included a Governmental Advisory Committee
Category 1 Safeguard string, in which case both were audited; and 2. the selected gTLDs belonged to the same family and all
had high abuse scores across internal and external reports, in which case all selected gTLDs in that family were audited.
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integrating these diverse sources, the audit aimed to include a wide range of criteria to
ensure a fair and objective selection process that considered different sources of
information. It is important to note, however, that selection for this audit does not in itself
indicate any violation by the registry operator of its RA obligations; findings in this regard are
explained in more detail below.

During the audit, ICANN reviewed over 1,800 documents collected in six different languages
and received from 14 countries and territories. ICANN collaborated with auditees to resolve
findings, if any, that were identified.* Once all findings were addressed, meaning that they
had either been remediated or a reasonable, time-bound plan to do so had been presented,
ICANN issued final reports to each registry operator.

Of the 21 reports issued, one per gTLD selected:

e Twelve gTLDs received “clean” audit reports, indicating that all identified findings, if
any, were resolved prior to the completion of the audit.

e Nine gTLDs received audit reports with at least one outstanding finding, indicating
they were unable to fully remediate their findings before the audit concluded. These
findings related to:

o The unauthorized release of domain names that must be reserved in
accordance with Specification 5 of the RA (four cases).

o The Internationalized Domain Name (IDN) tables maintained in the Internet
Assigned Numbers Authority (IANA) Repository of IDN Practices are
inaccurate and outdated, thereby violating the requirements set forth in
Specification 6 of the Registry Agreement (five cases).

These gTLDs implemented or are implementing the necessary measures to address the
identified findings, achieve compliance, and prevent recurrence. They were required to
provide ICANN with a specific remediation plan, including an estimated completion date. As
of the time of this report, four of these gTLDs have completed remediation, and another is
expected to complete remediation in January 2026. ICANN Compliance will continue to
follow up with the remaining to confirm complete remediation of all outstanding findings.

No auditee completed the audit with any outstanding findings of noncompliance related to
DNS Abuse mitigation requirements. Some auditees with findings related to DNS Abuse
reporting contacts and the content of technical analyses reports remediated those issues
before the audit was completed. Section 5 of this report details these findings and the
remediation measures implemented by the relevant registry operators. Additionally, one
auditee was already undergoing extensive remediation of its DNS Abuse mitigation
processes due to a Notice of Breach issued by ICANN prior to the launch of the audit.

2 Background

ICANN Compliance enforces ICANN's agreements with gTLD registry operators and with
ICANN-accredited registrars. Registry operators and ICANN-accredited registrars are
collectively referred to as “contracted parties” throughout this document.

4 Findings are instances of noncompliance with a specific requirement in an ICANN policy or agreement. Details about the
specific findings in this audit round are described in Section 5 of this report.
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ICANN Compliance continuously undertakes enforcement investigations in response to
complaints received from external parties and through certain proactive enforcement
activities. To complement these investigations, ICANN Compliance maintains an Audit
Program. Audits are conducted on a recurrent basis, generally twice a year, with defined
start and finish dates.

This enforcement approach helps ICANN Compliance fulfill its mission of ensuring
adherence to the community-created requirements that support the security, stability, and
resiliency of the Internet’s DNS.

Regardless of the enforcement method used, the process includes evidence gathering,
required remediation, and consequences for noncompliance.

This report focuses on the actions taken during ICANN Compliance’s latest registry audit
round, which aimed to identify and rectify instances of noncompliance among 21 selected
registry operators.

3 Audit Program Scope

The Audit Program operates on a recurring cycle. Any gTLD registry operator may be
subject to an audit cycle based on the specific cycle’s selection criteria. Details on the scope
of the Audit Program can be found on the program webpage.

The audit launched in October 2024 placed particular emphasis on the DNS Abuse
mitigation requirements that became effective on 5 April 2024, as explained more in detail in
Section 4 of this report.

Timeline
The Audit Program consists of several phases with specific deliverables:

1. Pre-Audit Notification Phase — Two weeks prior to the launch of the audit, ICANN
Compliance issues a general announcement notifying the contracted parties that they
have been selected for the audit round.

2. Request for Information (RFI) Phase — During this phase, ICANN Compliance
issues audit questions to selected contracted parties. The contracted parties then
compile responses/documentation and respond to the audit RFI.

3. Audit Phase — ICANN Compliance reviews responses and, where applicable, tests
and validates the auditees’ responses, and communicates initial findings to the
auditees, often requesting missing information and clarifications. During this phase, it
is determined whether an initial finding is indeed a confirmed noncompliance finding
and requires remediation.

4. Remediation Phase — ICANN Compliance reviews the contracted parties’
remediation of findings discovered and confirmed during the Audit Phase.

ICANN | Contractual Compliance gTLD Registry Audit Report | January 2026


https://www.icann.org/resources/pages/audits-2012-02-25-en
https://www.icann.org/resources/pages/audits-2012-02-25-en
https://www.icann.org/resources/pages/audits-2012-02-25-en

5. Final Report Phase — ICANN Compliance issues confidential final audit reports to
auditees. A consolidated audit round report is then issued and published on the
Contractual Compliance webpage.

This table summarizes the dates for the current Audit Round:

Audit Program Dates
RFI Phase Audit & Remediation Final Report
Phases Phase
15 Notice | 2™ Notice | 3™ Notice Start/End End
28 Oct 19 Nov 27 Nov Dec 2024 — Oct 2025 Jan 2026
2024 2024 2024

4 Audit Program Testing Approach

DNS ABuse TESTING

The 5 April 2024 global amendments to the RAA and the Base gTLD RA introduced new
requirements concerning the mitigation of DNS Abuse. At a high level, the new obligations
require ICANN-accredited registrars and gTLD registry operators to take mitigation actions
with the target outcome of stopping or disrupting well-evidenced DNS Abuse.

For registry operators, these new requirements were added to Specification 6, Section 4 of
the RA. The DNS Abuse Amendments also modified Section 3(b), Specification 11 of the RA
to substitute the defined term of DNS Abuse as set forth in the amendments to Specification
6, Section 4, for the prior term "security threats.” The obligation in this section to conduct
periodic technical analysis to identify domain names in the TLD being used for DNS Abuse
remained unchanged.

ICANN Compliance began enforcing the newly established requirements on 5 April 2024, the
day they became effective, through the processing of external complaints.® This first registry
operators audit that ICANN Compliance launched post-DNS Abuse Amendments also
included tests related to the new requirements.

The RFI included questions tailored to the new DNS Abuse mitigation requirements for
registry operators. The review considered the “Advisory: Compliance With DNS Abuse
Obligations in the Registrar Accreditation Agreement and the Reqistry Agreement,” which
provides additional information about the interpretation and enforcement of the DNS Abuse
requirements. The RFI questions requested records and information related to the registry
operators’ DNS Abuse detection and mitigation processes, points of contact for reporting
DNS Abuse, reviews of DNS Abuse reports received, and mitigation actions taken, or not
taken, resulting from report review. The purpose of ICANN Compliance's review was to

5 ICANN Contractual Compliance publishes monthly reports dedicated to the enforcement of the DNS Abuse mitigation
requirements. Data captured from complaints received are broken out by the type of DNS Abuse reported and the related
enforcement actions. A six-month report was published in November 2024, and a webinar highlighting enforcement activities
from the first year following the DNS Abuse Amendments was conducted in April 2025.
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confirm that the registry operators understood the new obligations and had appropriate
processes and systems in place to ensure continued compliance with these obligations.

Specification 6, Section 4

To facilitate submission of reports from any party alleging malicious conduct in TLDs,
including DNS Abuse, Section 4 of Specification 6 of the RA mandates that registry
operators must publish an email address or webform, a mailing address, and a primary
contact for handling such reports.

Additionally, Section 4.2 of Specification 6, as modified by the DNS Abuse Amendments,
reads:

Where a Registry Operator reasonably determines, based on actionable evidence,
that a registered domain name in the TLD is being used for DNS Abuse, Registry
Operator must promptly take the appropriate mitigation action(s) that are reasonably
necessary to contribute to stopping, or otherwise disrupting, the domain name from
being used for DNS Abuse. Such action(s) shall, at a minimum, include: (i) the
referral of the domains being used for DNS Abuse, along with relevant evidence, to
the sponsoring registrar; or (ii) the taking of direct action by the Registry Operator,
where the Registry Operator deems appropriate. Action(s) may vary depending on
the circumstances of each case, taking into account the severity of the harm from the
DNS Abuse and the possibility of associated collateral damage.

In response to the RFlI, registry operators were required to provide a link to the website
where the following information related to malicious conduct in the gTLD, including DNS
Abuse, is published: 1. a valid email address or webform to submit reports; 2. a mailing
address to receive reports; and 3. a primary contact for handling reports. ICANN Compliance
reviewed the provided websites, confirming that the required information was present, and
conducted tests to ensure that the published email addresses and/or webforms were
responsive.

Registry operators were asked to provide a comprehensive account of how they review and
act on reports of DNS Abuse. Specifically, they were asked to provide a specific number of
examples of reports received and addressed, along with an explanation of their process
applied to the examples for assessing both the information provided by the reporting party
and any other available data reasonably accessible to the registry operators to determine
whether the reported domain names were involved in DNS Abuse. For actionable reports,
registry operators were required to describe the mitigation steps taken (with supporting
evidence), including when evidence was confirmed, when action was taken, and how those
actions contributed to stopping or disrupting the DNS Abuse. The questions also asked
whether the registry operators considered potential collateral damage and how that was
considered for the cases at hand.

For samples of nonactionable reports, registry operators were required to explain why and
how that determination was made and whether any requests for additional evidence were
made, and to provide proof of such requests and responses.

By including requests to explain processes through a specific number of examples, ICANN
Compliance assessed the extent of knowledge of the new requirements, the processes to
comply with those requirements, and the consistency of the explanations with the steps
taken and the timing in the specific examples provided. ICANN Compliance reviewed the
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DNS Abuse reports received, how the evidence was considered, and whether mitigation
actions taken were complete, prompt, and reasonable. Where mitigation actions were not
taken, ICANN Compliance reviewed the rationales for reasonableness and for whether the
rationales were consistent with the data at hand.

Specification 11, Section 3(b)

Section 3(b) of Specification 11 of the RA requires periodic technical analysis to assess the
use of gTLD domains for DNS Abuse perpetration and maintenance of statistical reports on
identified DNS Abuse and the actions taken as a result of the periodic security checks.

In response to the RFI, registry operators were asked to provide information regarding the
technical analysis conducted and examples of technical analysis reports. Registry operators
were asked to explain the timing and scope (types of DNS Abuse) of the technical analysis,
how different types of DNS Abuse are identified, and the actions taken resulting from the
technical analysis. ICANN Compliance reviewed the information and technical analyses
provided to confirm that reports contained the required information, analyses were
performed periodically, and data on the resulting actions taken were maintained.

Registry operators were also requested to provide examples of instances of DNS Abuse
detected through these periodic analyses that resulted in the registry operator taking
mitigation actions to contribute to 1. stopping and 2. disrupting the DNS Abuse.

ARTICLES AND SPECIFICATIONS TESTED

While the audit focused mainly on DNS Abuse mitigation requirements, other RA obligations
were also tested. The table below summarizes the RA Articles and Specifications that were
reviewed for compliance.

Test Areas® Description

Article 1.3 (a) ii | Representations and Warranties

Article 2.2 E)Sopmegil]ic;r;i:;r\llvr)h Consensus Policies and Temporary Policies
Article 2.3 Data Escrow (Specification 2)

Article 2.4 Monthly Reporting (Specification 3)

Article 2.5 Registration Data Publication Services (Specification 4)
Article 2.6 Reserved Names (Specification 5)

Article 2.7 Registry Interoperability and Continuity (Specification 6)
Article 2.8 Protection of Legal Rights of Third Parties (Specification 7)
Article 2.14 Registry Code of Conduct (Specification 9)

Article 2.17 Additional Public Interest Commitments (Specification 11)
Category 1 Category 1 TLD Safeguards

6 A “Test Area” is an article or other extension (e.g., Category 1 TLD Safeguards) of the RA, which may consist of multiple
requirements and test steps. Therefore, a registry operator may have multiple findings in a single “Test Area.”
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ComMmuNITY REPRESENTATION

The 21 gTLDs represented registry operators from 14 countries and territories and provided
documents in six languages:

Representative Countries and Territories’

Australia China
Denmark Gibraltar
Ireland Isle of Man
Italy Japan
Malta Monaco
Seychelles United Arab Emirates
United Kingdom United States of America

Representative Languages

Chinese Danish
English French
Italian Japanese

5 Audit Program Key Results

The table below summarizes the RA provisions tested for contractual compliance and the
number of registry operators with confirmed findings identified.

Number of Registry Operators

Test Area / Finding Identified With the Confirmed Finding
Specification
(Percent)
Specification 5 | Protected names are not reserved. 12 (57%)
Specification 4 | Registration Data Directory Services 5 (24%)
(RDDS) output not compliant.
Specification 6 | IANA IDN Table and Exhibit A mismatch 5 (24%)
Specification 6 | Abuse mailing address not clearly 4 (19%)
displayed and identified on registry
webpage.
Specification 2 | Data Escrow Agent notes that the 2 (10%)

registry operator is consistently late in
paying its fees.

" Based on the addresses provided for each TLD in the registry listings.
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Number of Registry Operators

LAY Finding Identified With the Confirmed Finding
Specification
(Percent)
Specification 3 | Registry operator underreporting 1 (5%)
domain counts in Registration Reporting
Interface.
Specification 4 | RDDS educational materials not found 1 (5%)

on registry webpage.

Specification 11 | Statistical reports on identified DNS 1(5%)
Abuse do not capture actions taken as
result of periodic security checks.

Specification 6 | DNS Security Extensions Practice 1 (5%)
Statement not found on the registry
webpage.

Specification 11 | Registry-Registrar Agreement does not 1(5%)

include content required by
Specification 11, Section 3(b).

AbpITIONAL INFORMATION ON KEY AuDIT FINDINGS RELATED TO DNS ABUSE

This section provides additional details about the key findings summarized in the chart
above, specifically as they relate to DNS Abuse obligations.

Public abuse reporting mechanisms: All registry operators’ websites contained email
addresses and/or webforms specifically dedicated to receiving reports of malicious conduct
within the TLD, including DNS Abuse. These contact methods were functional and
demonstrated to be responsive. The websites also displayed the primary contact responsible
for handling such reports, whether an individual or a designated role within the registry. Four
registry operators’ websites did not clearly identify a mailing address for submitting reports of
DNS Abuse, which is also a requirement under Specification 6 of the RA. In these cases,
mailing addresses were either omitted entirely from the webpage or included only as a
general postal address, without clear indication that they could be used for abuse reporting.
These four registry operators took action to remediate this deficiency prior to the conclusion
of the audit.

Means of conducting DNS Abuse technical analysis and maintaining statistical
reports: Registry operators used various methods to conduct their periodic DNS Abuse
technical analyses and maintain statistical reports. Some used internal proprietary tools,
while others used third-party products and services. The frequency of technical analyses
conducted by registry operators varied, with approximately 72 percent of the selected
registry operators performing them daily and 4 percent conducting analyses once a month.
The remaining registry operators performed the analysis between once and five times a
week. All registry operators considered all types of DNS Abuse to perform their analyses. In
addition to conducting the technical analyses, approximately 57 percent of the selected
registry operators indicated taking measures beyond the performance of the required
technical analysis to detect, assess, and address DNS Abuse. These include monitoring
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multiple DNS Abuse and threat intelligence feeds and collaborations with different
organizations. Approximately 29 percent included proactive measures such as running zone
patterns and reviewing and flagging registrations on an ongoing basis.

Most registry operators’ statistical reports contained the types of DNS Abuse identified and
actions taken as a result of the periodic checks. One registry operator’s statistical reports
were not compliant as the reports did not show specific actions taken as a result of the
periodic security checks, which is a requirement under Section 3(b) of Specification 11 of the
RA. ICANN Compliance noted that some registry operators’ statistical reports did not specify
the types of DNS Abuse identified. This level of detail is not required by the RA; therefore,
this was not noted as a deficiency. However, ICANN Compliance provided these registry
operators with the 2017 “Advisory. New gTLD Reqistry Agreement Specification 11 (3)(b),”
which outlines the types of information most commonly included in these reports. One of
these types is “the type of threat identified.” This was done to ensure that they are aware of
the advisory should they choose to enhance their statistical reports.

DNS Abuse detection and mitigation: The registry operators exhibited some differences in
the specific steps taken during DNS Abuse review and mitigation; however, their processes
were largely consistent. When external abuse reports were received, registry operators
would review submissions to determine whether actionable evidence was provided, often
supplementing this with information they could reasonably access independently. If sufficient
evidence was found, registry operators promptly took mitigating action. Most examples of
report reviews indicated that action was taken within one day of receiving the report. The
actions documented in these reports primarily involved suspending maliciously registered
domain names through the enactment of a serverHold Extensible Provisioning Protocol
domain status, or referring compromised domain names to the sponsoring registrar.

Registry operators deemed evidence not actionable on their end for a variety of reasons.
These reasons included: 1. the registrar had already taken action, such as placing the
domain in “clientHold”; 2. the domain was already deleted; 3. the domain being reported was
not for a TLD managed by the registry operator; and 4. the report did not contain sufficient
evidence to validate DNS Abuse — for example, it provided broken links or the reported
content was not displayed.

In instances where reports did not contain sufficient evidence to validate DNS Abuse, some
registry operators attempted to verify the DNS Abuse through additional measures. Example
measures included: 1. performing cross checks against other data such as historic reports or
suspicious usage trends and 2. manual lookups on DNS Abuse lists and feeds.

Registry operators had developed systems to proactively monitor DNS Abuse within their
TLDs, integrating multiple reputation block lists and utilizing various threat intelligence tools
to monitor all registered domains. Additionally, some registry operators went further by
monitoring DNS infrastructure for anomalies and patterns indicative of abuse, and
collaborating with security researchers and organizations to identify abuse and emerging
trends. All registry operators were found to have the required processes and systems in
place to receive and act on DNS Abuse reports in accordance with the RA.

Notably, one of the auditees was, at the time of the audit launch, undergoing extensive
remediation of its DNS Abuse processes in response to a Notice of Breach issued by ICANN
in July 2024. As a result, no deficiencies were detected during the audit related to these
processes, since the gTLD had already addressed the issues and was subject to ongoing
testing and monitoring through the compliance process. Nevertheless, the audit still tested
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these processes, extending the scope to cover Specification 11 requirements that were not
included in the Notice of Breach.

ICANN Compliance also inquired of certain gTLDs about their recurring appearances on
industry lists and reports related to DNS Abuse, particularly in the context of compliance with
the DNS Abuse mitigation requirements in the RA. Some gTLDs expressed their awareness
of these lists and acknowledged the value they provide to the broader community. They
clarified, however, that they believed such rankings often reflect the volume of reported
incidents rather than the actual number of unique abuse cases or the effectiveness of their
mitigation efforts. Additionally, some stated that fluctuations in the number of reports often
correspond to increased activity from external threat intelligence sources or new reporters,
rather than indicating systemic issues within the gTLDs’ processes. Some gTLDs further
noted that the methodologies used by some third-party rankings are not always transparent
and may not fully consider the speed or effectiveness of their responses and remediation
efforts. Consequently, these gTLDs argued that appearing on a DNS Abuse ranking does not
necessarily demonstrate noncompliance with the DNS Abuse mitigation requirements in the
RA. All registry operators reaffirmed their commitment to addressing DNS Abuse through
adherence to RA obligations and ongoing collaboration with the broader Internet security
community.

6 Audit Program Key Recommendations

In an effort to continuously improve the audit program, ICANN Compliance has identified key
recommendations that, if implemented, may help to make future audits more effective and
efficient. Below are the recommendations.

General

e When communicating with ICANN, registry operators should use the Naming
Services portal. If they must send emails, they should “reply all” to ensure all emails
are received by ICANN.

e All registry operators should review the current Audit Program on ICANN’s website to
understand the areas ICANN is reviewing, self-verify that their processes are
compliant with the selected areas, and proactively address potential noncompliant
areas prior to ICANN initiating an RFI phase.

RFI Phase
e |n order to avoid delays in the audit process, registry operators are encouraged to
communicate questions to ICANN Compliance as they arise regarding acceptable
documentation or unique processes/procedures.
e Registry operators should provide detailed explanations within their RFI
questionnaires if the documents requested are not available or if alternatives have
been submitted.

Audit Phase
e Registry operators should review audit communications promptly upon receipt and
seek clarification if they do not understand the findings.

Remediation Phase
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e |If afinding is validated and cannot be remediated by the completion of the audit,
registry operators should provide ICANN with a specific action plan that includes the
estimated time for completion.

7 Conclusion

Twelve of the 21 registry operators (57 percent) that received a final report were able to fully
resolve all findings prior to the completion of the audit. Nine of the 21 registry operators (43
percent) completed the audit with findings noted as they were unable to fully resolve their
findings prior to the completion of the audit. Four of these registry operators have
remediated the findings as of the time of this report. The remaining five are implementing the
necessary measures to become compliant and prevent instances of noncompliance from
recurring in the future. They provided ICANN with a specific remediation plan, including an
estimated time of completion. ICANN Compliance will follow up with these registry operators
to verify that the appropriate remediation measures were implemented. None of the
outstanding findings that require remediation beyond the conclusion of the audit round
pertain to DNS Abuse mitigation requirements.

ICANN | Contractual Compliance gTLD Registry Audit Report | January 2026 |13



Appendix — The gTLDs Selected for Round Nine of the
gTLD Registry Audit Program

Delegated String (gTLD)

.app .best .bond
.buzz .cam .click
.cloud finance fit
.help .icu .info

link .one .shop
.store .stream .support

top trade Xyz
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